Upcoming Changes to the UBalt Single Sigh-On Experience

Changes are coming to your single sign-on log-in experience for University of Baltimore
(UBalt) systems. These changes will be released the evening of Friday, April 19.

All Users: Log-in Screen and Credential Formatting Change

A new log-in screen will be used to log-in to UBalt systems. The new UBalt log-in process
will use Microsoft authentication, but your password will stay the same.

For most UBalt systems, the grey log-in screen will be replaced with a UBalt-branded
screen. The screen will feature a background photo and a right-justified sign in box with the

University of Baltimore logo. If the background photo is unable to load, the background will
default to blue.
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Sign in

Please use your NetlD formatted as NetlD@ubalt.edu to log
in. If you need assistance, contact the OTS Call Center at
callcenter@ubalt.edu or 410.837.6262.

Please note that account access will be suspended for

students who have not been enrolled for two consecutive
semesters.

Q Sign-in options

Terms of use  OTS Call Center -+ +

When logging in, your username must be formatted as [NETID]@ubalt.edu. A user’s email
address or NETID alone will not be accepted.

Example:
Old Log-in ID: ID12AB34
New Log-in ID: ID123AB34@ubalt.edu
The systems that will continue to use the grey log in screen include:

e Virtual Event Management System (VEMS)
e ePrint



o Daily Digest Administration
e Replacement Card

e Roommate Connector

e Online Writing Lab

e EarlyAlert

e Directory Administration

o Peoplesoft DEV/Test/QA

These systems will be updated to utilize the new log-in screen above over the coming
months. All other systems utilizing single sign-on will use the new log in screen pictured

above.

Faculty, Staff and Student Workers: Duo Interface Change

Faculty, Staff and Student Workers will experience a change to the Duo MFA (multi-factor
authentication) process. The traditional Duo MFA interface you have been using will be replaced by
a newer user interface. As a result, the following window will no longer be displayed:

UNIVERSITY OF

BALTIMORE

Authentication with Duo is required for the requested service.

Choose an authentication method

E |z] DuoPush Send Me a Push
o calie m

R |z| Passcode Enter a Passcode
Agd 3 new device

b Settngs & Devices

Mt haip? ] Rememeerma for 7 days

Secured by Duo

Cancel this Request

Instead, you will receive a new Universal Duo authentication interface that will automatically send

a Duo push to your mobile device:



Check for a Duo Push

Verify it's you by approving the notification...

Sent to "Android" (-+=-++=- 1311)

- 2

Other options

Need help?

Please note: If you do not have Duo Push compatibility, clicking on Other options will provide a
menu option where you can authenticate using “Phone call” or “Text message passcode.”

@ Text message passcode
Send 1o "Android® (re-re- 1311)

»  Phone call y

D Call "Android® {ss+-s++=-1311)

To bypass Duo authentication using the same browser and device, select Yes, this is my device,
and authentication will not be required for 7 days or until the remembered device session expires.



.

Is this your device?

It you'ra the only person who uses this davice,
D will rememiber it for futune logins.

Yes, this is my device

Mo, other pecple use this device

Alternatively, if you no longer wish to remember the device, please deselect the Remember me
option before approving the Duo Push, phone call request, or entering a passcode.
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Check for a Duo Push

Verify it's you by approving the notification...

Sant to "Android® (1311}

=
-

Cther options

Reamember me

Mond halp?

If you have any questions or concerns about this, please contact the Office of Technology Service
(OTS) Call Center.

Thank You.



Office of Technology Services (OTS) Call Center
410-837-6262
Callcenter@ubalt.edu

Computer Support issues
New Employee Technology Requests
Media Services Requests



mailto:Callcenter@ubalt.edu
https://ubalt.teamdynamix.com/TDClient/1799/Portal/Requests/ServiceDet?ID=50557
https://ubalt.teamdynamix.com/TDClient/1799/Portal/Requests/ServiceDet?ID=51876
https://ubalt.teamdynamix.com/TDClient/1799/Portal/Requests/ServiceDet?ID=22990

